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Virustotal is a service that analyzes suspicious
files and facilitates the quick detection of viruses,

worms,

trojans,

and all kinds of malware

detected by antivirus engines. More information...

File Scanner-4d3f _2015.exe received on 2009.09.14 01:25:00 (UTC)
Current status: finished
Result: 8/40 (20.00%)

»34 Compact

Antivirus
a-squared
AhnLab-V3
Antivir
Antiy-AVL
Authentium
Avast

AVG
BitDefender
CAT-QuickHeal
ClamAV
Comodo
DrWeb

eSafe
eTrust-Vet
F-Prot
Fortinet
GData
Ikarus
Jiangmin
K7AntiVirus
Kaspersky
McAfee

McAfee+Artemis

Version
4.5.0.24
5,0,0.2
7.9.1.14
2.0.3.7
5.1.2.4
4.8.1351.0
8.5.0.412
7.2

10.00
0.94.1
2309
5.0.0.12182
7.0.17.0
31.6.6733
4.5.1.85
3.120.0.0
19
T3.1.1.72.0
11.0.800
7.10.843
7.0.0.125
5740

5740

McAfee-GW-Edition 6.8.5

Last Update
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Print results | &

Result

Genericl4d .ATGN

Heur .Packed.Unknown

Packed.Win32.Katusha.e

Artemis!85A6C733775D
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Microsoft 1.5005 2009.09.14 Trojan:Win32/FakeXPA
NOD32 4422 2009.09.13 a variant of Win32/Kryptik.EJ
Norman 6.01.09 2009.09.11 -

nProtect 2009.1.8.0 2009.09.12 -

Panda 10.0.2.2 2009.09.13 -

PCTools 4.4.2.0 2009.09.11 -

Prevx 3.0 2009.09.14 Medium Risk Malware
Rising 21.46.61.00 2009.09.13 -

Sophos 4.45.0 2009.09.13 Mal/Generic-A
Sunbelt 3.2.1858.2 2009.09.13 -

Symantec 1.4.4.12 2009.09.14 -

TheHacker 6.3.4.4.402 2009.09.12 -

TrendMicro 8.950.0.1094 2009.09.13 -

VBA32 3.12.10.10 2009.09.13 -

ViRobot 2009.9.12.1932 2009.09.12 -

VirusBuster 4,6,5.0 2009.09.13 -

Additional information

File size: 155648 bytes

MD5 : 85a6¢733775d2e3a75cd5565ec7085e7

SHA1l : 7clécb5lb%aadet847ac28ea48d58dabf69a34bc

SHA256: 7bda9187e26b5al85501874b201731£12e3604c078408500abda83c35ef2fbel

PEInfo: PE Structure information

( base data )

entrypointaddress.: O0x17F7E

timedatestamp.....: 0x45F29246 (Sat Mar 10 12:11:02 2007)
machinetype.......: 0x14C (Intel I386)

( 8 sections )

name viradd virsiz rawdsiz ntrpy md5

.init 0x1000 O0x18B3C 0x19000 7.32 al54d3eflffb5c5990£6cd0e858729£5
DATA 0x1A000 O0x128E 0x2000 0.00 0829f71740aablab98b33ecae2ldeel2?2
.reloc 0x1C000 0x252 0x1000 0.00 620£f0b67a91£7£74151bc5be745b7110
.edata 0x1D000 0x31F9BF 0x2000 1.15 59bf23fbab5e6959662603b6077c2d99d
.bss 0x33D000 OxE 0x1000 0.00 620£f0b67a91£7£74151bc5be745b7110
.rdata 0x33E000 0x818 0x1000 0.04 7d57£187482b5731d625b2ead84594e9
.idata 0x33F000 Ox1CAD 0x2000 1.55 0059b289ffe2d8dd0bdea5d46a0c344b
.rsrc 0x341000 0x2324 0x3000 4.88 72£5703716117c£c5d1294137bfl6e52

(1 imports )

> kernel32.dll: GetComputerNameA, CreateFileA, GetConsoleMode,
FindFirstFileA, ReadConsoleA, CopyFileA, ReadConsoleW, AddAtomA,
DeleteFileW, CreateDirectoryA, ReadFile, DeleteFileA, CreateThread,
CreateMutexA, CreateMutexW, GetFileSize, OpenFile, FindResourcewW,
GetStdHandle, CreateMutexA, ReadConsoleA, CreateDirectoryA, DeleteFileW,
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CopyFileW, OpenFileMappingA, GlobalFree, CreateProcessA, CreateFileA,
WriteFile, ExitThread, AddAtomA, FindResourceA, GetComputerNameA,
GetConsoleMode, ReadFile, ReadConsoleW, GetFileSize, OpenFileMappingA,
FindResourceW, CopyFileExW, GetComputerNameA, ExitThread, GetConsoleMode,
FindFirstFileA, FindResourceA, CreateDirectoryA, WriteFile, CreateProcessA,
ReadFile, ReadConsoleW, GetStdHandle, FindResourceW, GetConsoleMode,
FindResourceA, DeleteFileW, CopyFileA, WriteFile, CopyFileExA, GetFileTime,
DeleteFileA, OpenFileMappingA, OpenFile, GetStdHandle, GetFileSize,
CopyFileW, WriteFile, GetConsoleMode, ReadConsoleW, CreateThread,
GlobalFree, FindFirstFileA

( 0 exports )

ssdeep: 3072:EIkCnBckGQOdNhNZ/6yXppdIlzLSAWccCak:prijQOPhréero5hcpk

Prevx Info: http://info.prevx.com/aboutprogramtext.asp?
PX5=E57D303800B6CC5C605602535B4D1300451FC265

PEiD : -

RDS : NSRL Reference Data Set

I ATTENTION: VirusTotal is a free service offered by Hispasec Sistemas. There are no
guarantees about the availability and continuity of this service. Although the detection rate

afforded by the use of multiple antivirus engines is far superior to that offered by just one
product, these results DO NOT guarantee the harmlessness of a file. Currently, there is
not any solution that offers a 100% effectiveness rate for detecting viruses and malware.
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